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CURRICULUM AND INSTRUCTION
Access to Electronic Media

The Committee supports the right of students, employees, and community members to
have reasonable access to various information formats and believes it is incumbent upon
users to utilize this privilege in an appropriate and responsible manner.

SAFETY PROCEDURES AND GUIDELINES

The Superintendent or designee shall develop and implement appropriate procedures to
provide guidance for access to electronic media. Guidelines shall address teacher
supervision of student computer use, ethical use of electronic media (including, but not
limited to, the Internet, e-mail, and other District technological resources), and issues of
privacy versus administrative review of electronic files and communications. In addition,
guidelines shall prohibit utilization of networks for prohibited or illegal activities, the
intentional spreading of embedded messages, or the use of other programs with the
potential of damaging or destroying programs or data.

Internet safety measures shall be implemented that effectively address the following:

 Controlling access by minors to inappropriate matter on the Internet and World
Wide Web;

 Safety and security of minors when they are using electronic mail, chat rooms,
and other forms of director electronic communications;

 Preventing unauthorized access, including “hacking” and other unlawful 
activities by minors online;

 Unauthorized disclosure, use and dissemination of personal information
regarding minors; and

 Restricting minors’ access to materials harmful to them.

The District shall provide reasonable public notice of, and at least one (1) public hearing
or meeting to address and communicate its Internet safety measures.

PERMISSION/AGREEMENT FORM

A written parental request shall be required prior to the student being granted
independent access to electronic media involving District technological resources. The
required permission/agreement form, which shall specify acceptable uses, rules of on-line
behavior, access privileges, and penalties for policy/procedural violations, must be signed
by the parent or legal guardian of minor students (those under 18 years of age) and also
by the student. This document shall be kept on file as a legal, binding document. In order
to modify or rescind the agreement, the student's parent/guardian (or the student who is at
least 18 years old) must provide the Superintendent with a written request.
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EMPLOYEE USE

Employees shall use electronic mail only for purposes directly related to work-related
activities.

Anyone accessing the Internet in the Palmer Public Schools shall not use the Internet to
download files, which can jeopardizes the health of the network by introducing a
computer virus and using large amounts of disk space, without the prior consent of the
Superintendent or designee. This includes, but not limited to, screensavers, games, and
other programs such as “Weatherbug”, Instant Messenger, or programs that constitute 
continual bandwidth usage. Deep Freeze security program will be installed on student
accessible computers. Anti-Executable software will be installed on administrative
computers to prevent the installation of unlicensed, shareware, and freeware programs
that can pose a security risk and inhibit productivity. All software installed will be
licensed. No software and or equipment will be purchased by any means for use within
the district topology without the consent of the Superintendent or designee to make
certain it is properly licensed and compatible with the Palmer School District technology
infrastructure. Equipment and or software considered for donation must have approval
by the Superintendent or designee prior to accepting equipment and or software for use in
the school district.

Employees shall not use a code, access a file, or retrieve any stored communication
unless they have been given authorization to do so. (Authorization is not required each
time the electronic media is accessed in performance of one’s duties.) Each employee is 
responsible for the security of his/her own password.

COMMUNITY USE

On recommendation of the Superintendent or designee, the Committee shall determine
when and which computer equipment, software, and information access systems will be
available to the community. Upon request to the Principal or designee, community
members may have access to the Internet and other electronic information sources and
programs available through the District’s technology system, provided they attend any 
required training and abide by the rules of usage established by the Superintendent or
designee.

DISREGARD OF RULES

Individuals who refuse to sign required acceptable use documents or who violate District
rules governing the use of District technology shall be subject to loss or restriction of the
privilege of using equipment, software, information access systems, or other computing
and telecommunications technologies.



RESPONSIBILITY FOR DAMAGES

The Superintendent or designee will make certain that equipment checked out to
individuals will be checked to be fully functional prior to equipment being checked out.
The Superintendent or designee will make certain that the equipment will be checked for
to be fully functional upon return of the equipment. Each schools library media center
will store a data-base of equipment checked out to individuals and the check out / check
in of equipment will be through the library media centers.

Individuals shall reimburse the Palmer Public School Committee for repair or
replacement of District property lost, stolen, damaged, or vandalized while under their
care.

RESPONDING TO CONCERNS

School officials shall apply the same criterion of educational suitability used to review
other educational resources when questions arise concerning access to specific databases
or other electronic media.

AUDIT OF USE

Users with network access shall not utilize District resources to establish electronic mail
accounts through third-party providers or any other nonstandard electronic mail system.

The Superintendent or designee shall establish a process to determine whether the
District’s education technology is being used for purposes prohibited by law or for 
accessing sexually explicit materials. The process shall include, but not be limited to:

1. Utilizing technology that blocks or filters Internet access for both minors and adults
to certain visual depictions that are obscene, child pornography, or, with respect to
computers with Internet access by minors, harmful to minors;

2. Maintaining and securing a usage log; and

3. Monitoring online activities of minors.

LEGAL REFS: 47 USC § 254
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ACCEPTABLE USE POLICY –TECHNOLOGY

Purpose

The Palmer Public Schools shall provide access for employees and students to the
system/network, including access to external networks, for limited educational
purposes. Educational purposes shall be defined as classroom activities, career and
professional development, and high quality self-discovery activities of an educational
nature. The purpose of the system/network is to assist in preparing students for success
in life and work by providing access to a wide range of information and the ability to
communicate with others. The system/network will be used to increase communication
(staff, parent, and student), enhance productivity, and assist staff in upgrading existing
skills and acquiring new skills through a broader exchange of information. The
system/network will also be utilized to provide information to the community, including
parents, governmental agencies, and businesses.

Availability

The Superintendent or designee shall implement, monitor, and evaluate the District’s 
system/network for instructional and administrative purposes.

Access to the system/network, including external networks, shall be made available to
employees and students for instructional and administrative purposes and in accordance
with administrative regulations and procedures.

Access to the system/network is a privilege, not a right. All users shall be required to
acknowledge receipt and understanding of all administrative regulations and procedures
governing use of the system and shall agree in writing to comply with such regulations
and procedures. Noncompliance with applicable regulations and procedures may result
in suspension or termination of user privileges and other disciplinary actions consistent
with the policies of the Palmer Public Schools. Violations of law may result in criminal
prosecution as well as disciplinary action by the Palmer Public Schools.

Acceptable Use

The Superintendent or designee shall develop and implement administrative regulations,
procedures, and user agreements, consistent with the purposes and mission of the
Palmer Public Schools as well as with law and policy governing copyright.

Monitored Use

Electronic mail transmissions and other use of electronic resources by students and
employees shall not be considered confidential and may be monitored at any time by
designated staff to ensure appropriate use for instructional and administrative purposes.

Liability

The Palmer Public Schools shall not be liable for users' inappropriate use of electronic
resources or violations of copyright restrictions, users' mistakes or negligence, or costs
incurred by users. The Palmer Public Schools shall not be responsible for ensuring the
accuracy or usability of any information found on external networks. The Palmer Public
School District is committed to providing secure and error-free computing and Internet
access and cannot be held responsible for loss of data or damage to personal equipment
including but not limited to, 3 ½ diskettes and flash memory external storage devices,
due to technical difficulties.

CROSS REF.: IJND, Curriculum and Instruction
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USER AGREEMENT FOR PARTICIPATION IN AN
ELECTRONIC COMMUNICATIONS SYSTEM

Users Name:

Grade level:

School:

I have read the District’s Acceptable Use Policy and Administrative Procedures and 
agree to abide by their provisions. I understand that violation of these provisions may
result in disciplinary action including but not limited to suspension or revocation of
privileges, suspension or expulsion from school, termination of employment, and
criminal prosecution.

Signature: _____________________________

Parent/Guardian Sponsor

I have read the District’s Acceptable Use Policy and Administrative Procedures. In 
consideration for the privilege of using the District’s system/network, and in 
consideration for having access to the public networks, I hereby release the District, its
operators, and institutions with which they are affiliated from any and all claims and
damages of any nature arising from my child’s use of, or inability to use, the 
system/network, including, without limitation, the type of damage identified in the
District’s policy and administrative procedures. 

___ I give permission for my child to participate in the District’s system/network.

___ I do not give permission for my child to participate inthe District’s 
system/network.

___ I give permission for my child’s name to appear on their student web page 
should one be developed.

___ I give permission for my child’s photo to appear on their student web page 
should one be developed.

Signature of parent/guardian: ______________________________

**********************************************************************
******

This spaced reserved for system administrator.

Assigned Username:
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ACCEPTABLE USE POLICY - TECHNOLOGY
Administrative Procedures for Implementation

1. Commercial use of the system/network is prohibited.
2. The District will provide training to users in the proper use of the system/network.
3. The District will provide each user with copies of the Acceptable Use Policy and

Procedures.
4. Copyrighted software or data shall not be placed on the District system/network

without permission from the holder of the copyright and the Superintendent or
designee.

5. Access will be granted to employees with a signed access agreement and
permission of their supervisor.

6. Access will be granted to students with a signed access agreement and permission
of the building administrator or designee(s).

7. Account names will be recorded on access agreements and kept on file at the
building level.

8. Initial passwords provided by the Superintendent or designee should be set to
expire on login.

9. Passwords are confidential. All passwords shall be protected by the user and not
shared or displayed.

11. Students completing required course work will have first priority for after hours
use of equipment.

12. Principals or their designee will be responsible for disseminating and enforcing
policies and procedures in the building(s) under their control.

13. Principals or their designee will ensure that all users complete and sign an
agreement to abide by policies and procedures regarding use of the
system/network. All such agreements are to be maintained at the building level.

14. Principals or their designee will ensure that training is provided to users on
appropriate use of electronic resources.

15. The Principals or their designee shall be authorized to monitor or examine all
system activities, including electronic mail transmissions, as deemed appropriate
to ensure proper use of electronic resources.

16. The Principals or their designee shall be responsible for establishing appropriate
retention and backup schedules.

17. The Principals or their designee shall be responsible for establishing disk usage
limitations, if needed.

18. Individual users shall, at all times, be responsible for the proper use of accounts
issued in their name.

19. The system/network may not be used for illegal purposes, in support of illegal
activities, or for any activity prohibited by District policy.

20. System users shall not use another user’s account.
21. System users should purge electronic information according to District retention

guidelines.
22. System users may redistribute copyrighted material only with the written

permission of the copyright holder or designee. Such permission must be
specified in the document or in accordance with applicable copyright laws,
District policy, and administrative procedures.

23. The Superintendent or designee may upload/download public domain programs to
the system/network. The Superintendent or designee is responsible for
determining if a program is in the public domain.

24. Any malicious attempt to harm or destroy equipment, materials, data, or programs
is prohibited.

25. Deliberate attempts to degrade or disrupt system performance may be viewed as
violations of District policy and/or as criminal activity under applicable state and
federal laws. This includes, but is not limited to, the uploading or creation of



computer viruses.
26. Vandalism may result in the cancellation of system privileges and will require

restitution for costs associated with hardware, software, and system restoration.
27. Forgery or attempted forgery is prohibited.
28. Attempts to read, delete, copy, or modify the electronic mail of other users or to

interfere with the ability of other users to send/receive electronic mail is
prohibited.

29. Use appropriate language; swearing, vulgarity, ethnic or racial slurs, and other
inflammatory language is prohibited.

30. Pretending to be someone else when sending/receiving message is prohibited.
31. Transmitting or viewing obscene material is prohibited.
32. Revealing personal information (addresses, phone numbers, etc.) is prohibited.
33. The District will cooperate fully with local, state, or federal officials in any

investigation concerning or relating to misuse of the District’s system/network.

A user who violates District policy or administrative procedures will be subject to
suspension or termination of system/network privileges and will be subject to appropriate
disciplinary action and/or prosecution.
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SCHOOL AND DISTRICT WEB PAGES

The Palmer Public School District realizes the limitless potential for information and
communication provided by the World Wide Web. The availability of this
communication vehicle provides an opportunity for students and staff to access and
contribute to the world of information related to curriculum, instruction, school, District,
and school community related activities. Therefore, the Palmer Public School District
will use the Internet as an effective, efficient and timely source of information, method of
communication and vehicle for resource collection. In order to take advantage of the
opportunities the Internet provides, the Committee authorizes the creation of school
and/or District Web pages on the Internet.

Only those web pages maintained in accordance with Committee policy and established
procedures shall be recognized as official representations of the District or individual
schools. All information on a school or District Web page must accurately reflect the
mission, goals, policies, program, and activities of the school and District. The Web
pages must have a purpose that falls within at least one of three categories:

1. Support of curriculum and instruction –intended to provide links to Internet
resources for students, parents and staff in the District.

2. Public information –intended to communicate information about the schools
and District to students, staff, parents, community, and the world at large.

3. District technology support–intended to provide and respond to instructional
and administrative technology needs of students and staff.

The Superintendent or designee shall designate an individual(s) to be responsible to
maintaining the official District web page and monitoring all District Web page activity.
A building Principal or designee shall make such designation for an individual school.
Schools or departments that wish to publish a Web page must identify an appropriately
qualified publisher and/or author.

As with any instructional materials or publication used by or representing the school or
District, the building Principal or Superintendent, respectively, are ultimately responsible
for accuracy and appropriateness of the information made available at the Web site.
Concern about the content of any page(s) created by students or staff should be directed
to the building Principal or to the Superintendent’s office when related to the District 
Web site.

Web sites developed under contract for the Palmer Public School District or within the
scope of employment by Palmer Public School District employees are the property of the
Palmer Public School District.

Due to the dynamic nature of the World Wide Web, this policy is to be reviewed and
updated on an annual basis or more frequently if required.
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WEB SITE GUIDELINES AND PROCEDURES FOR APPROVAL

Unlike the Internet itself, schools and the District can control the type of information
placed on Web pages. Documents created for the Web and linked to District Web pages
shall meet the criteria for use as public information or an instructional resource. The
following considerations should be considered when determining the information to
include on a school or District Web page: Copyright/trademark issues; applicability to the
curriculum or communication goals of the school or District; privacy issues; and related
School Committee policies. Links to other Web pages should be carefully selected based
on the above issues.

Defined Purpose

A Web page must have a clearly defined purpose that is published on the Web page.
Included in the purpose, the target audience must be specified and defined; however, all
Web site users are reminded that their audience includes the worldwide community.

Content Standards

All subject matter on Web pages should relate to curriculum, instruction, school-
authorized activities, general information supporting student safety, growth, and learning,
or public information of interest to others. Therefore, neither staff nor students may
publish on the District server personal pages or pages for individuals or organizations not
directly affiliated with the District. Staff or student work may be published only as it
relates to a class project, course, or other school-related activity. Parent groups,
partnerships, and municipal or educational cooperatives are considered affiliates of the
District. No confidential information is to be published on or linked to a Web page.

Quality Standards

All Web page work must be free of spelling and grammatical errors. Documents may not
contain objectionable material or link directly to objectionable materials. Objectionable
material is addressed in more detail in the School Committee policy for instructional
material selection and reconsideration. Authors and publishers are reminded that a Web
site is a virtual doorway to your school. A site and a school will be judged on its ease for
the user, the design, and the content. It is strongly recommended that a school form a
building committee of interested individuals including staff, administrators, parents,
students, and community members for the development of the Web site. Thoughtful
consideration should go into decisions regarding purpose, usefulness, and appearance of
each item on the Web site. As much as possible, publishers are encouraged to include
student pictures and work. As the District represents itself to the world through this
medium, assurances should be provided that students are the focus of the Palmer Public
School District. Written student and parent consent must be secured for publication of
student work.



Consistence Standards

Each existing school or department Web site shall have a link to the District Web site
once the District Web site is online. For consistency, all school District Web sites must
contain certain elements:

 At the bottom of the District Web page, there must be an indication of the date of the
last update.

 The Palmer Public Schools Web site must display the name and approved logo of the
Palmer Public School District.

 All Web pages must be given names that clearly identify them.
 Links to student e-mail accounts are not allowed.
 Student directory data is prohibited from publication, except for the first name and

grade level of a student in relation to a photo or work.
 Web pages may not contain links to other Web pages not yet completed. If additional

pages are anticipated, but not yet developed, the text that will provide such a link
should be included. However, the actual link to said page(s) may not be made until
the final page is actually in place.

 Authors must exhibit care when creating Web pages with extensive background, large
graphics, applets, animation, and audio or video clips. Such files require extensive
download time, are frustrating for modem users, and slow down file servers.


